
Figure 1: Fit into PBFT protocols.

For R1-O2 and R3-O2:

Theorem 1. When the percentage of malicious nodes is less than 1/3, the result obtained by BubbleRank satisfies the
Condorcet consistency property, which requires that if a transaction has the highest priority in each base order made
by non-faulty nodes, it should be ordered with the highest priority in the consensus order.

Proof. Suppose R is the set of base orders made by non-faulty nodes, R′ is the set of base orders made by malicious
nodes, and |x| is the number of base orders in x. Thus, R ≥ 2· |R′|. Suppose tg is the transaction with the highest
priority in each base order in R. Thus, in the first round of the while-loop, αg ≤ |R′|. Besides, for any transaction ti
except tg, in the first round of the while-loop, αi ≥ |R| ≥ |R′|. Thus, BubbleRank order tg with the highest priority,
which completes our proof.

For R2-O3:
For example, our metric and algorithms can fit into PBFT protocols as shown in Figure 1. Compared with traditional
PBFT protocols, we add an extra stage, namely base-prepare, between the pre-prepare stage and the prepare stage.
Firstly, clients sends transactions to an elected primary (shown by À). Then, in the pre-prepare stage (shown by Á),
the primary sends the collected transaction set to other nodes. After that, in the base-prepare stage (shown by Â),
each node generates a set of base orders and sends the base orders to other nodes. Next, in the prepare stage (shown
by Ã), each node sends the base orders s/he receives to others. If a node receive the same base order from more than
2/3 nodes, she/he thinks it is valid. Then, in the commit stage (shown by Ä), each node runs the same algorithm
(BubbleRank or CrossMerge) over the valid base order set to get a consensus order and sends it to others. Finally, if a
node receives the same consensus order from more than 2/3 nodes, s/he can commit this order and reply it to clients
(shown by Å). If a client receive the same order from more than 1/3 nodes, s/he can confirm that the order is valid.
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